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The power to protect your
money IS In your hands
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Protect your hard-earned money from scams!
Equip yourself with the most updated knowledge to spot and stop scams.
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Not sure where to start? Read the tips below to protect yourself
from 3 common scams — malware, phishing and government impersonation.
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Here are 3 scams you should know about and the ways to protect yourself from them.

BEEE Malware threats
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Malware is a type of malicious software that scammers use to infect computers and
mobile devices in order to carry out criminal activities. Once infected, the devices can be
accessed remotely by scammers and confidential data like your login credentials may
be stolen.
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Avoid installing software or running programs from unknown sources
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Do not open attachments and links — or scan QR codes — from unsolicited emails
and WhatsApp messages, and social media platforms
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Keep your devices secure by using trusted anti-virus solutions
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Never store your online banking login credentials in your web browsers or devices

£9A 2R Phishing scams
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Phishing scams are those where scammers trick you into sharing confidential
iInformation by pretending to be someone they are not or offering something in
exchange.
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Be sceptical of deals that seem too good to be true
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Do not provide your personal and/or banking details when prompted by unverified
websites

« RITHIRITIRP RIEAFREIR S22

Enable transaction alerts for your bank account(s) and credit card(s)

BAEHRFES Government impersonation
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Beware of scammers posing as government officials, such as police officers and court
officials. They often use scare tactics to convince you into disclosing your personal
details.
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Do not give in to pressure and let fear rush you into making hasty decisions
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End a call immediately if the caller is unable to properly identify himself/herself
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Always verify the authenticity of any mformation shared with you, or requests made to
you, by contacting the organisation through their official website or hotline
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REMEMBER THESE ANTI-SCAM TIPS
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Never share your banking Always check that the R ER1TIREE
credentials with anyone websites you browse are Ensure that your contact
official ones details are up to date in our

records so you can receive
timely banking alerts
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If you encounter any scams, please call the Judiciary Police “Anti-Fraud Enquiry
Hotline 8800 7777” and let others know promptly.
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If you suspect that you have encountered a fraud case, please call our customer service
hotline at 2832 2222 and verify the authenticity of the text message or email.
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{RZ2IR T Security Alert :
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OCBC Bank will never ask out customers to provide or validate their personal and/or account related information by
emails or through any hyperlinks embedded in such email. The Bank will not send out emails with embedded links.
Customers should contact us via our official website.
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Should you want to unsubscribe any electronic marketing messages from the Bank, please inform us via written
requests on “unsubscribe e-marketing messages”. In the request, your bank/credit card account and account no.
should be indicated, together with your signature (the on registered at the Bank). You may submit the request to our
branches or mail it to Macau P.O. Box no. 3087. This service will not incur any cost.
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