
Online shopping offers convenience but comes with inherent risks.
Remaining vigilant is essential to mitigate potential losses.

Choose reputable online shopping platforms
• Shop through official websites or well-established platforms to 

avoid uncertain or unregulated platforms.

Ensure website and connection security
• Verify website SSL certificate (https://) and avoid public Wi-Fi 

for secure transactions.

Do not disclose passwords to anyone
• Safely manage login credentials and never share account, 

banking details, or one-time verification codes with anyone.

Provide only necessary personal information
• Provide minimum information for transactions to reduce the 

risk of personal data leakage. Consider guest transactions if 
registration is not required.

Double-check transaction information
• Review transaction information provided by bank and verify 

amounts and currencies involved. Contact your bank immediately 
if you notice any abnormalities.

Beware of counterfeit promotions
• Be cautious of unknown sources’ promotion emails or SMS. 

Please exercise caution before clicking to prevent malicious 
software attacks and personal data leaks.
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Security Alert︓
OCBC Bank will never ask out customers to provide or validate their personal and/or account related information by 
emails or through any hyperlinks embedded in such email. The Bank will not send out emails with embedded links. 
Customers should contact us via our official website.

Should you want to unsubscribe any electronic marketing messages from the Bank, please inform us via written re-
quests on “unsubscribe e-marketing messages”. In the request, your bank/credit card account and account no. 
should be indicated, together with your signature (the on registered at the Bank). You may submit the request to our 
branches or mail it to Macau P.O. Box no. 3087. This service will not incur any cost.
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