
SECURITY TIPS FOR USING E-BANKING

Dear Customer,

To provide convenient and safe electronic banking services, we 
would like to share few security tips for your attention: 

• P l e a s e  c h a n g e  y o u r  P I N  r e g u l a r l y  a n d  s e t  s a f e  a n d

• 
DO NOT use the same User ID and PIN for several websites.

• Keep your User ID and PIN private and NEVER disclose them to

• Install anti-virus and anti-spyware software and update the
software regularly to ensure you have the latest protection.

update this regularly to ensure you are covered with the latest 
protection. 

• Install security updates and patches to your operating systems or
browsers regularly to protect your operating systems or browsers 
from known possible security problems.

• DO NOT use a common computer in public area (e.g. Cyber Cafe)
to login Internet Banking services.

• If you suspect a website, SMS or email that is not owned or sent
by the Bank, leave it immediately and do not follow the instructions 
or click and open the hyperlinks, attachments or QR codes it 
provides. We will not contact customers by SMS or email to request 
customers to provide or validate personal and transactional 
information such as User ID and PIN, account number, or credit 
card number and SMS or email one-time password. 

• Beware of bogus calls. Fraudsters may acquire your personal
and transactional information by fake voice message calls or 
pretend

• Should you have suspicion of any website, SMS, email or phone
call, please contact our Bank on (853) 2833 5678 immediately.

or Google Play by searching for “OCBC Bank Macau”.

For details, please visit our security tips for using e-Banking on our 
website.

OCBC Bank (Macau) Limited

email address to which it was addressed and may also be privileged. If you are 
not the addressee or you have received this message in error, please contact 
OCBC Bank (Macau) Limited immediately and delete it from your system and 
please do not copy, forward, disclose or use any part of it.

Internet communications cannot be guaranteed to be timely, secure, error or 
virus-free as information could be intercepted, corrupted, lost, arrive late or 
contain viruses. OCBC Bank does not accept liability for any errors or omissions 
arising from internet transmission.

Please do not reply this email. 

Should you want to unsubscribe any electronic marketing messages 
 please inform us via w                                 please inform us via written requests on “unsubscribe e-marketing messages”. In 
the request, your bank/credit card account and account no.  should  be  indicated, 
together with your signature (the one registered at the Bank).  
request to your branches or mail it to Macau P.O Box no. 3087.  
incur any cost.

Security Reminder:
OCBC Bank (Macau) Limited  will  never  ask  our  customers to  provide  or  validate  
their personal and/or account related information by e-mails or through  any  

hyperlinks embedded in such e-mails. Customers should contact us via our official 
website.




